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Education

• 2008 Ph.D., School of Information; University of California, Berkeley

• 2005 M.I.M.S., School of Information; University of California, Berkeley

• 2003 M.A., Astrophysics; University of California, Berkeley

• 2000 B.S., Physics and Astronomy; Northern Arizona University

Supplementary Education

• Fall 2003–Fall 2006 — Samuelson Law, Technology and Public Policy Clinic, Boalt Hall School
of Law (University of California, Berkeley)

• Summer 2003 — Internet Law Program, The Stanford Center for Internet and Society at Stanford
Law School (Stanford Law School and Harvard Law School)

• Summer 2000 — Summer Session Program, International Space University, Summer Session
Program (Universidad Técnica Federico Santa María (Valparaiso, Chilé))

Experience

Research Experience

• January 2022–Present — Distinguished Technologist, Security Portfolio Lead, Internet Society.
Description: Strategic individual contributor at the senior executive level whose work lies at the
intersection of computer science, law, and policy. Lead two major strategic portfolios: the Open
and Trustworthy Internet program, empowering policymakers and courts with technical expertise
to defend Internet openness, and the Online Trust and Safety program, co-creating safety initia-
tives to protect marginalized and newly connected populations. The broader security portfolio
includes managing the Internet Society Amicus Program, driving advocacy at the United Nations,

*Email: hall@isoc.org; web: https://josephhall.org/.
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defending end-to-end encryption, and overseeing the Networked and Distributed System Security
(NDSS) Symposium. Jointly responsible for leading a diverse, global staff of about 30 subject
matter experts, under ISOC’s Managing Director.
Supervisor: Sally Wentworth, Yogesh Khanna; The Internet Society

• October 2019–December 2021 — Senior Vice President, Strong Internet, Internet Society.
Description: Senior executive responsible for 5 of 8 ISOC projects. The Strong Internet porto-
folio includes work that seeks to strengthen the Internet, including time security, routing security,
open standards, encryption policy, and Internet infrastructure policy. Responsible for a diverse,
global staff of 40 subject matter experts
Supervisor: Andrew Sullivan; The Internet Society

• September 2012–October 2019 — Chief Technologist, Center for Democracy & Technology.
Description: Director of the Internet Architecture Project, focusing on: embedding human rights
values into technical standards; deep translation between technology, law, and policy communi-
ties; and, working to protect security researchers. As Chief Technologist, managed and lead a
technical research and advocacy team to support to CDT across all initiatives.
Supervisor: Chris Calabrese; CDT

• September 2011–September 2012 — Postdoctoral Research Fellow, New York University.
Description: Policy research under the HHS SHARPS grant involving the security and privacy
of health information technology.
Supervisor: Helen Nissenbaum; Department of Media, Culture and Communication

• September 2008–August 2011 — ACCURATE Postdoctoral Research Associate, University of
California, Berkeley and Princeton University.
Description: Policy research on governmental and electoral transparency.
Supervisor: Deirdre K. Mulligan and Edward W. Felten; UC Berkeley School of Information
and Princeton Center for Information Technology Policy

• Spring 2005–Spring 2008 — Graduate Student Researcher, University of California, Berkeley.
Description: Election law and policy research with NSF ACCURATE center.
Supervisor: Deirdre K. Mulligan; Boalt Hall School of Law

• Summer 2004 — Graduate Student Researcher, University of California, Berkeley.
Description: Information consumption research via qualitative interview methods and informa-
tion consumption diary studies.
Supervisor: Peter Lyman; School of Information Management and Systems

• September 2002–Fall 2003 — Graduate Student Researcher, University of California, Berkeley.
Description: Spectroscopic binary Brown Dwarf research.
Supervisor: Gibor Basri; Department of Astronomy

• May 2002–September 2002 — Graduate Student Researcher, University of California, Berkeley.
Description: Developed spectroscopic labeling tool.
Supervisor: James Graham; Department of Astronomy

• September 2001–May 2002 — Research Assistant, University of California, Berkeley.
Description: Further Titan particulate research.
Supervisor: Caitlin A. Griffith; Department of Astronomy
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• May 2000–September 2001 — Research Technician, Northern Arizona University.
Description: Investigated particulates in Titan’s atmosphere.
Supervisor: Caitlin A. Griffith; Physics and Astronomy Department

• September 1997–May 2000 — Research Assistant, Northern Arizona University.
Description: Investigated clouds in the atmosphere of Titan.
Supervisor: Caitlin A. Griffith; Physics and Astronomy Department

Teaching Experience

• Spring 2012 — Head Instructor
Course: MCC-UE 1303 — Privacy and Media Technology
Instructor: Joseph Lorenzo Hall; New York University

• Fall 2005 — Graduate Teaching Assistant
Course: InfoSys 296A-2 — Open Source Development and Distribution of Digital Information:
Economic, Legal and Social Perspectives
Instructors: Pamela Samuelson, Steven Weber, Mitchell Kapor; University of California, Berke-
ley

• Spring 2005 — Graduate Teaching Assistant
Course: InfoSys 296A-2 — Peer-to-Peer (P2P) Technology: Legal and Policy Challenges
Instructor: Pamela Samuelson; University of California, Berkeley

• Spring 2004 — Head Graduate Student Instructor
Course: Astro 10 — Introduction to General Astronomy
Instructor: Steven Stahler; University of California, Berkeley

• Fall 2003 — Graduate Student Instructor
Course: Astro 10 — Introduction to General Astronomy
Instructor: Gibor Basri; University of California, Berkeley

• Fall 2002 — Graduate Student Instructor
Course: Astro 10 — Introduction to General Astronomy
Instructor: Alexei Filippenko; University of California, Berkeley

• Spring 2002 — Graduate Student Instructor
Course: Astro 12 — The Planets
Instructors: Imke de Pater, Raymond Jeanloz; University of California, Berkeley

• Fall 2001 — Graduate Student Instructor
Course: Astro 10 — Introduction to General Astronomy
Instructor: Alexei Filippenko; University of California, Berkeley

• Spring 1997 — Academic Tutor
Course: Math — Calculus I, II and III
Instructor: North Learning Assistance Center; Northern Arizona University
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Awards and Honors

• 2025 — IP3 Internet Protocol Award; Public Knowledge

• 2017 — 2017 Defender Awards: Researcher; O’Reilly Security Conference

• 2012 — John Gideon Memorial Award; Election Verification Network

• Fall 2003 — Wiche Fellowship, School of Information Management and Systems; University of
California, Berkeley

• Spring 2003 — Berkeley Graduate Opportunity Fellowship, School of Information Management
and Systems; University of California, Berkeley

• Spring 2002 — Alliance For Graduate Education and The Professoriate Supplementation Fellow-
ship; University of California, Berkeley

• 2001–2004 — Berkeley Edge Academic Fellowship; University of California, Berkeley

• 2001–2002 — Honorable Mention, Ford Foundation Predoctoral Fellowship For Minorities; The
Ford Foundation

• 2000 — Physics and Astronomy Department Senior Bedwell Scholar; Northern Arizona Univer-
sity

• 2000 — Outstanding Student of Physics and Astronomy; Northern Arizona University

• 2000 — Henry Hooper Undergraduate Research Grant; Northern Arizona University

• 1998–1999 — Physics and Astronomy Department Chair’s Scholar; Northern Arizona University

• 1999 — Physics and Astronomy Department Vesto M. Slipher Scholar; Northern Arizona Uni-
versity

Extracurricular Activity

• January 2020–Present — Member and Co-Chair, Advisory Council, The Center for Democracy
and Technology1

• 2025–2026 — Reviewer and Committee Member, Enigma Track, USENIX Security Symposium

• 2024–2025 — Steering Group Co-Chair, NDSS Symposium

• 2023 — Program Chair, USENIX Enigma2

• December 2011–Fall 2019 — Vice Chairmain, Board of Directors, California Voter Foundation3

• Spring 2013–Fall 2019 — Member, Board of Directors, Verified Voting Foundation4

1See: https://cdt.org/about/advisory-council/
2See: https://www.usenix.org/conference/enigma2023
3See: https://www.calvoter.org/
4See: http://www.verifiedvoting.org/
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• Spring 2019–Fall 2019 — Member, Board of Advisors, VotingWorks5

• Spring 2018–Fall 2019 — Member, Advisory Committee, Center for Civic Design6

• Spring 2018–Fall 2019 — Member, Selections Board, Fellowship Program, Aspen Institute, As-
pen Tech Policy Hub7

• Fall 2015–Fall 2019 — Member, Selections Board/Advisory Board, Congressional Innovation
Fellows, TechCongress8

• Spring 2014–Fall 2019 — Member, Technical Advisory Board, Election Registration Information
Center (ERIC)9

• Spring 2013–Fall 2019 — Member, Technical Advisory Board, Los Angeles County Voting Sys-
tem Assessment Project10

• 2019 — Program Committee, USENIX Security 201911

• 2016 — Program Committee, 2nd International Workshop on Privacy Engineering (IWPE’16)12

• Spring 2013–Summer 2015 — Member, Steering Committee and Editorial Board, USENIX Jour-
nal of Election Technology and Systems (JETS)13

• Summer 2011–Fall 2014 — Member, Advisory Panel, California Secretary of State, Post-Election
Risk-Limiting Audit Pilot Program14

• May 2013–March 2015 — Member, Communications Security, Reliability and Interoperability
Council (CSRIC) IV, Federal Communications Commission15

• 2013 — Program Committee, 4th International Conference on E-voting and Identity (VoteID
2013)16

• Fall 2011–Fall 2012 — Research Fellow, New York University School of Law, Information Law
Institute17

• 2012 — Program Committee, 2012 Electronic Voting Technology Workshop/Workshop on Trust-
worthy Elections (EVT/WOTE ’12)18

5See: https://voting.works/
6See: https://civicdesign.org/about/boards/
7See: https://www.aspentechpolicyhub.org/fellowship/
8See: https://techcongress.io/senior-congressional-innovation-fellows
9See: http://ericstates.org/

10See: https://www.sos.ca.gov/elections/ovsta/voting-technology-vendors/los-angeles
-county-vsap

11See: https://www.usenix.org/conference/usenixsecurity19/call-for-papers
12See: http://ieee-security.org/TC/SPW2016/IWPE
13See: https://www.usenix.org/jets/
14See: https://www.sos.ca.gov/administration/agency-reports/post-election-risk-lim

iting-audit-pilot-program-agency-reports
15See: https://www.fcc.gov/about-fcc/advisory-committees/communications-security-r

eliability-and-interoperability-council-0
16See: http://www.voteid13.org/
17See: http://www.law.nyu.edu/centers/ili/
18See: https://www.usenix.org/conference/evtwote12
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• 2012 — Organizing Committee, Mobile and Location Privacy: A Technology and Policy Dialog
(A joint NYU/Princeton conference)19

• 2008–2011 — Coordinating Committee Member, Election Verification Network20

• 2008–2011 — Member, Board of Directors, California Voter Foundation21

• 2011 — Program Committee, 3rd International Conference on E-voting and Identity (VoteID
2011)22

• 2011 — Study Panel Member, Defense Advanced Research Projects Agency (DARPA)/National
Science Foundation (NSF); Ethical Legal and Social Implications (ELSI) Study of Human Sub-
jects Research in Computer Science

• 2011 — Program Committee, 2011 Electronic Voting Technology Workshop/Workshop on Trust-
worthy Elections (EVT/WOTE ’11)23

• 2011 — Program Committee, 1st Global Conference on Transparency Research24

• 2010 — Expert Advisory Panel, Maryland General Assembly Department of Legislative Services
(via RTI International); Maryland Voting Systems Study25

• 2010 — Program Committee, Workshop on Governance of Technology, Information, and Policies
(GTIP)26

• 2010 — Program Chair, Open Government: Defining, Designing and Sustaining Transparency27

• 2010 — Program Committee, 2010 Electronic Voting Technology Workshop/Workshop on Trust-
worthy Elections (EVT/WOTE ’10)28

• 2010 — Program Committee Member, Fifth Annual iSchools Conference 2009 (iConference
’09)29

• 2009 — Program Chair, 2009 Electronic Voting Technology Workshop/Workshop on Trustwor-
thy Elections (EVT/WOTE ’09)30

• 2009 — Organizing Committee Member, 2009 Election Verification Network (EVN) Conference

19See: https://web.archive.org/web/20140720115238/http://www.law.nyu.edu/centers/il
i/mobile_privacy/

20See: http://electionverification.org/
21See: https://www.calvoter.org/
22See: https://books.google.com/books/about/E_Voting_and_Identity.html?id=tsu6BQAAQ

BAJ
23See: https://www.usenix.org/legacy/event/evtwote11/
24See: https://web.archive.org/web/20130514063822/http://spaa.newark.rutgers.edu/ho

me/conferences/1stgctr.html
25See: https://josephhall.org/papers/rti-mdvss-redacted.pdf
26See: http://www.acsac.org/2010/workshop/
27See: https://web.archive.org/web/20110713045903/http://citp.princeton.edu/open-gov

ernment-workshop/
28See: https://www.usenix.org/legacy/events/evtwote10/
29See: https://web.archive.org/web/20101125074626/http://www.ischools.org/iConferen

ce10/participation/
30See: https://www.usenix.org/legacy/events/evtwote09/
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• 2008 — Program Committee Member, 2008 USENIX/ACCURATE Electronic Voting Technol-
ogy Workshop (EVT ’08)31

• 2007 — Academic Review Team Member, Ohio Secretary of State; Evaluation and Validation of
Election-Related Equipment, Standards and Testing (EVEREST)32

• 2007 — Academic Review Team Member, California Secretary of State; Top-To-Bottom Review
(TTBR) of Voting Systems33

• 2007 — Graduate Student Representative, Committee on Computing and Communications (COMP),
UC Berkeley Academic Senate34

• 2007 — Program Committee Member, IAVoSS Workshop On Trustworthy Elections (WOTE
2007)35

• Spring 2006–Present — Member, National Committee for Voting Integrity36

• 2005 — Graduate Student Representative, Berkeley Information Technology Review Commit-
tee37

• Fall 2004–Fall 2005 — Graduate Student Representative, eBerkeley Steering Committee38

• 2002–2005 — Graduate Student Representative, KALX Radio Policy Advisory Board

• 2000–Present — Member, Sigma Delta Pi, National Collegiate Spanish Honor Society

• 2002–2004 — Graduate Student Representative, Educational Technology Committee (eBerkeley)

• 2003 — Parliamentarian and Delegate, Graduate Assembly (GA) of the University of California,
Berkeley

• 2003 — Chair, GA Organization and Rules Committee

• 2003 — Organization and Rules Representative, GA Executive Committee

Publications

Peer-Reviewed Publications

• Joseph Lorenzo Hall, Pam and Inspiring Technologists, Berkeley Technology Law Journal, :39,
1085 (2024). available at:
https://btlj.org/wp-content/uploads/2024/12/01_39-3_Hall.pdf.

31See: https://www.usenix.org/legacy/event/evt08/
32See: https://www.eac.gov/sites/default/files/eac_assets/1/28/EVEREST.pdf
33See: https://web.archive.org/web/20100201210227/http://www.sos.ca.gov/elections/e

lections_vsr.htm
34See: https://web.archive.org/web/20150911075012/http://academic-senate.berkeley.e

du/committees/comp.html
35See: http://research.microsoft.com/conferences/WOTE2007/
36See: http://votingintegrity.org/
37See: https://josephhall.org/papers/BITRC-Final_Report_1-18-06.pdf
38See: https://web.archive.org/web/20091215193811/http://ebsc.berkeley.edu/

7

https://btlj.org/wp-content/uploads/2024/12/01_39-3_Hall.pdf
https://www.usenix.org/legacy/event/evt08/
https://www.eac.gov/sites/default/files/eac_assets/1/28/EVEREST.pdf
https://web.archive.org/web/20100201210227/http://www.sos.ca.gov/elections/elections_vsr.htm
https://web.archive.org/web/20100201210227/http://www.sos.ca.gov/elections/elections_vsr.htm
https://web.archive.org/web/20150911075012/http://academic-senate.berkeley.edu/committees/comp.html
https://web.archive.org/web/20150911075012/http://academic-senate.berkeley.edu/committees/comp.html
http://research.microsoft.com/conferences/WOTE2007/
http://votingintegrity.org/
https://josephhall.org/papers/BITRC-Final_Report_1-18-06.pdf
https://web.archive.org/web/20091215193811/http://ebsc.berkeley.edu/


• Joseph Lorenzo Hall, Michael D. Aaron, Amelia Andersdotter, Brian Jones, Nick Feamster and
Mallory Knodel, RFC 9505: A Survey of Worldwide Censorship Techniques; Internet Engineering
Task Force (2023). available at:
https://datatracker.ietf.org/doc/rfc9505/.

• Brian Habmerman, Joseph Lorenzo Hall and Jason Livingood, RFC 8711 (BCP 101): Structure
of the IETF Administrative Support Activity, Version 2.0; Internet Engineering Task Force (2020).
available at:
https://datatracker.ietf.org/doc/rfc8711/.

• Timothy Stablein, Joseph Lorenzo Hall, Chauna Pervis and Denise Anthony, Negotiating stigma
in health care: disclosure and the role of electronic health records, Health Sociology Review, 3:24,
227-241 (2015). available at:
https://josephhall.org/papers/stablein-hall-HSR-24-2-2015.pdf.

• Joseph Lorenzo Hall and Jason Livingood (eds.), Interconnection and Traffic Exchange on the In-
ternet; Broadband Internet Technical Advisory Group (BITAG) Technical Working Group (2014).
available at:
https://josephhall.org/papers/BITAG-Interconnection.pdf.

• Joseph Lorenzo Hall and Deven McGraw, For Telehealth To Succeed, Privacy And Security Risks
Must Be Identified And Addressed, Health Affairs, 2:33, 216-221 (2014).

• Center for Democracy & Technology, Facial Recognition & Privacy: An EU-US Perspective in
Amsterdam Privacy Conference 2012 (APC2012) (2012). available at:
https://josephhall.org/papers/CDT_facial_recog.pdf.

• Joseph Lorenzo Hall, Emily Barabas, Gregory Shapiro, Coye Cheshire and Deirdre K. Mulligan,
Probing the Front Lines: Pollworker Perceptions of Security & Privacy in 2012 Electronic Voting
Technology Workshop/Workshop on Trustworthy Elections (EVT/WOTE’12) (2012). available at:
https://josephhall.org/papers/jhall-evtwote12.pdf.

• Joseph Lorenzo Hall, Benedicte Callan, Helen Nissenbaum, Accountings of Relationships in 3rd
USENIX Workshop on Health Security and Privacy (HealthSec’12) (2012). available at:
https://josephhall.org/papers/jhall-healthsec12.pdf.

• Timothy Stablein, Joseph Lorenzo Hall, Denise Anthony, Helen Nissenbaum, MSM and Elec-
tronic Health Records: Privacy Perceptions, Age, and Negotiating Stigma in 2012 American So-
ciological Association Annual Conference (2012).

• David L. Dill, Eric L. Lazarus, Jeremy Epstein, Joseph Lorenzo Hall, Applying a Reusable Elec-
tion Threat Model at the County Level in The 2011 USENIX/ACCURATE/IAVoSS Electronic Vot-
ing Technology Workshop/Workshop on Trustworthy Elections (EVT/WOTE’11) (2011). available
at:
https://josephhall.org/papers/dill-evtwote11.pdf.

• Joseph Lorenzo Hall, Luke W. Miratrix, Philip B. Stark, Melvin Briones, Elaine Ginnold, Freddie
Oakley, Martin Peaden, Gail Pellerin, Tom Stanionis and Tricia Webber, Implementing Risk-
Limiting Post-Election Audits in California in The 2009 USENIX/ACCURATE/IAVoSS Electronic
Voting Technology Workshop/Workshop on Trustworthy Elections (EVT/WOTE’09) (2009). avail-
able at:
https://josephhall.org/papers/rla_evt09.pdf.
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• Joseph Lorenzo Hall, Policy Mechanisms for Increasing Transparency in Electronic Voting; A
dissertation submitted to the Graduate Division of the University of California at Berkeley in
partial fulfillment of the requirements for the degree of Doctor of Philosophy in Information
Management and Systems (2008). available at:
https://josephhall.org/papers/jhall-phd.pdf.

• Joseph Lorenzo Hall, Improving the Security, Transparency and Efficiency of California’s 1%
Manual Tally Procedures in The 2008 USENIX/ACCURATE Electronic Voting Technology Work-
shop (EVT’08) (2008). available at:
https://josephhall.org/papers/jhall_evt08.pdf.

• Lawrence Norden, Aaron Burstein, Joseph Lorenzo Hall and Margaret Chen, Post-Election Au-
dits: Restoring Trust In Elections; Brennan Center for Justice at New York University School of
Law and the Samuelson Law, Technology & Public Policy Clinic at the University of California,
Berkeley School of Law (Boalt Hall) (2007). available at:
https://josephhall.org/papers/bcsc_audit_review.pdf.

• Joseph Lorenzo Hall, Contractual Barriers to Transparency in Electronic Voting in The 2007
USENIX/ACCURATE Electronic Voting Technology Workshop (EVT’07) (2007). available at:
https://josephhall.org/papers/jhall_evt07.pdf.

• Joseph Lorenzo Hall, Transparency and Access to Source Code in E-Voting in The 2006 USENIX/
ACCURATE Electronic Voting Technology Workshop (EVT’06) (2006). available at:
https://josephhall.org/papers/jhall_evt06.pdf.

• Lillie Coney, Joseph Lorenzo Hall, Poorvi L. Vora and David W. Wagner, Towards a Privacy Mea-
surement Criterion for Voting Systems in National Conference on Digital Government Research
(2005). available at:
https://josephhall.org/papers/poster_VotingPrivacy.pdf.

• Arthur M. Keller, Alan Dechert, Karl Auerbach, David Mertz, Amy Pearl, and Joseph Lorenzo
Hall, A PC-Based Open-Source Voting Machine with an Accessible Voter-Verifiable Paper Ballot
in USENIX ’05, FREENIX track (2005). available at:
https://josephhall.org/papers/electronic-voting-machine.pdf.

• Arthur M, Keller, David Mertz, Joseph Lorenzo Hall, and Arnold Urken, Privacy Issues in an
Electronic Voting Machine in ACM Workshop on Privacy in the Electronic Society (2004). avail-
able at:
https://josephhall.org/papers/privacy-electronic-voting-WPES-200
4.pdf.

• Joseph Lorenzo Hall, Columbia and Challenger: Organizational Failure at NASA, Space Policy,
4:19, 239-247 (2003). available at:
https://josephhall.org/papers/nasa.pdf.

• Caitlin A. Griffith, Joseph Lorenzo Hall, and Thomas R. Geballe, Detection of Daily Clouds on
Titan, Science, 5491:290, 509-513 (2000). available at:
https://josephhall.org/papers/Science_290_509.pdf.
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Unreviewed Publications

• Joseph Lorenzo Hall, Internet Trust: Why We Need It and How to Achieve It, Internet Society
Blog, :, (2025). available at:
https://www.internetsociety.org/blog/2025/04/internet-trust-why
-we-need-it-and-how-to-achieve-it/.

• Internet Society, Amicus Curiae Brief in Cox Communications v. Sony Music; Supreme Court of
the United States (2025). available at:
https://www.internetsociety.org/wp-content/uploads/2025/09/ISO
C-Amicus-Brief-Cox-v.-Sony.pdf.

• Joseph Lorenzo Hall, Masayuki Hatta, Philip Zimmermann, Riana Pfefferkorn, Roya Ensafi, Su-
san Landau, and Wendy Seltzer, Fix the Take It Down Act to Protect Encryption; Open Letter to
the House Energy and Commerce Committee (2024). available at:
https://www.internetsociety.org/open-letters/fix-the-take-it-dow
n-act-to-protect-encryption/.

• Internet Society, Amicus Curiae Brief in Richter v. Google (Amparo Directo 8/2023); Supreme
Court of Mexico (First Chamber) (2024). available at:
https://www.internetsociety.org/wp-content/uploads/2024/04/Richt
er-v-Google-Amicus-Brief-Internet-Society-EN.pdf.

• Joseph Lorenzo Hall, We Testified Because the Internet Needs a Voice, Internet Society Blog, :,
(2023). available at:
https://www.internetsociety.org/blog/2023/03/we-testified-becau
se-the-internet-needs-a-voice/.

• Internet Society, Amicus Curiae Brief in Gonzalez v. Google; Supreme Court of the United States
(2023). available at:
https://www.internetsociety.org/wp-content/uploads/2023/01/Inter
net-Society-Gonzalez-v-Google-Amicus-Brief.pdf.

• Internet Society, Amicus Curiae Brief in Hunley v. Instagram; U.S. Court of Appeals for the Ninth
Circuit (2022). available at:
https://www.internetsociety.org/wp-content/uploads/2022/10/Hunle
y_v._Instagram-Amicus_Brief_of_Internet_Society.pdf.

• Joseph Lorenzo Hall, Why Embedding Content Matters, Internet Society Blog, :, (2022). avail-
able at:
https://www.internetsociety.org/blog/2022/10/why-embedding-conte
nt-matters/.

• Joseph Lorenzo Hall, Announcing the NDSS 2022 Test of Time Award: Automated White-Box
Fuzzing, Internet Society Blog, :, (2022). available at:
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Joseph Lorenzo Hall, Ben LeMere, Cyber Security Division: R&D Showcase and Technical Work-
shop; U.S. Department of Homeland Security (2016).

• Panel: “What’s happened since Snowden?”, Kevin Bankston (chair), Joseph Lorenzo Hall, Amie
Stepanovich, Andrew Crocker, Citizenfour Screening and Panel; Heinrich-Böll-Stiftung Founda-
tion (2016). available at:
https://calendar.boell.de/en/event/whats-happened-snowden

• Panel: “A Technological Perspective on Cross-Device Tracking”, Ashkan Soltani (chair), Joseph
Lorenzo Hall, Jonathan Mayer, Andrew Sudbury, Jurgen J. Van Staden, Cross-Device Tracking:
An FTC Workshop; Federal Trade Commission (2015). available at:
https://www.ftc.gov/news-events/events-calendar/2015/11/cross-d
evice-tracking

• Panel: “Balkanization of the Internet: Internet Under Attack”, Barton Gellman (chair), Rob Faris,
Joseph Lorenzo Hall, Vern Paxson, Conference on Internet Censorship, Interference, and Control;
Princeton University Center for Information Technology Policy (2015). available at:
https://citp.princeton.edu/?p=13682
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• Joseph Lorenzo Hall, “A Walk Through the Work of a Policy Technologist”, Current Topics in
Privacy Seminar; Carnegie Mellon University School of Computer Science (2015). available at:
https://www.scs.cmu.edu/calendar/thu-2015-10-01-1200/privacy-sem
inar

• Panel: “Tomorrow’s IoT: A New Global Vision of Cyber Connectivity”, Rod Beckstrom (chair),
Yoshihiro Kawahara, Kuek Chuang, Joseph Lorenzo Hall, Raman Jit Singh Chima, Makiko Ya-
mada, Cyber3 Conference; World Economic Forum/Government of Japan (2015). available at:
https://web.archive.org/web/20190715182956/http://cyber3conf-oki
nawa2015.jp/

• Joseph Lorenzo Hall, Paul Ohm, “Do CPOs Need to Learn How to Code? The Skills Needed
to Bridge the Law/Technology Divide”, Privacy+Security Forum; GWU Marvin Center (2015).
available at:
https://josephhall.org/papers/OhmHall-CPOs-code-privsecforum-201
5-final.pdf

• Joseph Lorenzo Hall, Marshall Erwin, “Ciphertext rots: towards guidelines for retention and
analysis of encrypted data”, Cato Surveillance Conference; Cato Institute (2015).

• Panel: “Security for the Internet of Things”, Jonathan Litchman (chair), Joseph Lorenzo Hall,
Stephen Pattison, Dean Garfield, Rory Gray, Chris Boyer, 3rd Annual Internet of Things Global
Summit; Forum Global/The National Press Club (2015). available at:
https://eu-ems.com/agenda.asp?event_id=265&page_id=2394

• Panel: “Privacy & Identity Perceptions: The perceived economic risks & privacy risks of identi-
fying breaches of trust”, Jeremy Grant (chair), Aquiles A. Almansi, Joseph Lorenzo Hall, Peter
Alterman, Borderless Cyber 2015; OASIS/The World Bank (2015). available at:
https://www.oasis-open.org/events/cyber-2015/schedule

• Panel: “Fireside Chat”, TBD (chair), Joseph Lorenzo Hall, Dan Ford, Henry J. Sienkiewicz,
Government Cybersecurity Forum; Kaspersky Government Security Solutions (2015). available
at:
http://kasperskygovforum.com/agenda

• Joseph Lorenzo Hall, “Bulk Collection & Online Social Networks: A zoo of metadata-producing
systems”, National Security, Surveillance Technology and the Law; Georgetown Law/Federal
Judicial Center (2015). available at:
https://josephhall.org/papers/fjc-sna-jhall.pdf

• Panel: “Understanding Identifiers & the Role of Pseudonymous Data”, Kim Gray (chair), Sim-
son Garfinkel, Luk Arbuckle, Joseph Lorenzo Hall, Jules Polonetsky, Practical De-identification
Workshop; Future of Privacy Forum/Ernst & Young (2015).

• Panel: “Building Privacy into The Internet”, Ben Strahs (chair), Annie Anton, Michelle Dennedy,
Joseph Lorenzo Hall, Privacy@Scale; Facebook (2015). available at:
http://www.privacyatscale.com/

• Panel: “New Developments in Surveillance Technology: How the Government Collects, Searches,
Stores, and Shares Information”, Jennifer Daskal (chair), Catherine Crump, Liza Goitein, Joseph
Lorenzo Hall, Eric Wenger, The Fourth Amendment in the Digital Age; National Association of
Criminal Defense Lawyers & The American University Washington College of Law (2015).
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• Panel: “Creepy or Cool: Privacy Risks & Social Norms”, Jedidiah Bracy (chair), Joseph Lorenzo
Hall, Karen Levy, StJohn Deakins, South by Southwest (SXSW) 2015; (2015).

• Panel: “Your Life on Your Phone: Privacy and Security Regulation of Healthcare Apps”, Adam
Greene (chair), Cora Han, Joseph Lorenzo Hall, IAPP Global Privacy Summit; International
Association of Privacy Professionals (2015).

• Panel: “Security & Privacy Issues of The Cloud & Your Vendors”, Tim Rohrbaugh (chair), Joseph
Lorenzo Hall, David Fowler, Neill Feather, Data Privacy and Protection Day Town Hall; Brian
Cave, NYC (2015).

• Joseph Lorenzo Hall, “Keynote Address: The Tech in Tech Policy”, ShmooCon 2015; (2015).
available at:
https://josephhall.org/papers/jhall-shmoocon-2015.pdf

• Panel: “Privacy and the IoT: Navigating Policy Issues”, Nancy Libin (chair), Ruby Zefo, Joseph
Lorenzo Hall, Amb. Daniel Sepulveda, Adam Theirer, 2015 CES Innovation Policy Conference;
2015 Consumer Electronics Show (2015).

• Panel: “Democracy, Aid and Institutions”, Stefaan Verhulst (chair), Joseph Lorenzo Hall, Ja-
cob Korenblum, Charles Krause, Alberto Pfiefer, Michael Waldman, Blouin Creative Leadership
Summit 2015; Louise Blouin Media (2014).

• Panel: “National Insecurity Agency: How the NSA’s Surveillance Programs Undermine Internet
Security”, Kevin Bankston (chair), Joseph Lorenzo Hall, Danielle Kehl, David Lieber, Bruce
Schneier, Amie Stepanovich; New American Foundation, Open Technology Institute (2014).
available at:
https://web.archive.org/web/20150315024536/http://newamerica.net
/events/2014/national_insecurity_agency

• Joseph Lorenzo Hall, “War Stories from Technology Policy: The Cloud”, The Fifth International
Workshop on Mobile Cloud Computing & Services (MCS 2014); Association for Computing Ma-
chinery (2014). available at:
https://josephhall.org/papers/MCS-2014-talk-jhall.pdf

• Panel: “Consumer Generated and Controlled Health Data”, Kristen Anderson (co-chair), Cora
Han (co-chair), Christopher R. Burrow, MD, Joseph Lorenzo Hall, Sally Okun, Heather Patterson,
Joy Pritts, Spring Privacy Series: Consumer Generated and Controlled Health Data; U.S. Federal
Trade Commission (2014). available at:
http://1.usa.gov/PNiIKL

• Panel: “Countermeasures in Cyberspace”, Eric Greenwald (chair), Alexandra Perina, Michael
Schmitt, Joseph Lorenzo Hall, Wenqi Zhu, The Effectiveness of International Law; 108th Annual
Meeting of the American Society of International Law (2014). available at:
http://www.asil.org/blogs/countermeasures-cyberspace

• Panel: “Technical Privacy Safeguards for Facial Recognition”, Joseph Lorenzo Hall (chair),
Joseph Atick, Michelle Chibba, Alison Howard, Privacy Multistakeholder Meeting, Facial Recog-
nition Privacy; U.S. Department of Commerce, National Telecommunications and Information
Administration (2014). available at:
http://1.usa.gov/1ev31lr
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• Panel: “NSA Crypto Wars, Episode VII: the Internet Strikes Back?”, Joseph Lorenzo Hall (chair),
Matthew D. Green, Andrew Regenscheid, Sean Turner, Phil Zimmermann, State of the Net 2014;
Net Cacaus/Internet Education Foundation (2014). available at:
http://stateofthenet2014.sched.org/event/dd6568f463096abc79d3d9
bdd8890645

• Panel: “Privacy & National Security Briefing”, Corie Whalen (chair), Julian Sanchez, Claude
Barfield, Joseph Lorenzo Hall, R Street Tech Policy Briefing; U.S. Congress (2014).

• Joseph Lorenzo Hall, “War Stories from Technology Policy”, Google Privacy Week; Google, Inc.
(2013). available at:
https://www.youtube.com/watch?v=L4KQPsrVNv4

• Panel: “Connnected Health”, Cora Han (co-chair), Kristen Anderson (co-chair), Scott Peppet,
Joseph Lorenzo Hall, Anand Iyer, Jay Radcliffe, Internet of Things: Privacy and Security in a
Connected World; The U.S. Federal Trade Commission (2013). available at:
http://www.ftc.gov/bcp/workshops/internet-of-things/

• Panel: “License Plates and Drone Information Requirements”, Joseph Lornzo Hall (co-chair),
Amie Stepanovich (co-chair), , Drones and Aerial Robotics Conference (DARC); The Engelberg
Center on Innovation Law and Policy, NYU School of Law (2013). available at:
https://droneconference.org/

• Panel: “Do Not Track: Past, Present and Future”, Joseph Lornzo Hall (chair), D. Reed Freeman,
Jr., Janis Kestenbaum, Brendon Lynch, Lee Tien, Privacy Academy 2013; International Associa-
tion of Privacy Professionals (2013). available at:
https://www.privacyassociation.org/events_and_programs/iapp_priv
acy_academy_2013/breakout_sessions_a13#dnt

• Panel: “The Future of Voting Technology: A Discussion of Technologists and Standards Ex-
perts”, Rober Bauer (co-chair), Benjamin Ginsburg (co-chair), Ron Rivest, Martha Kropf, David
Kimball, Joseph Lorenzo Hall, The Future of Voting Technology: Cincinnati Hearing; The Presi-
dential Commission on Election Administration (2013). available at:
https://web.archive.org/web/20170125230314/https://www.supportt
hevoter.gov/

• Panel: “A Drone of Your Own”, Shane Harris (chair), Joseph Lorenzo Hall, Matthew Waite, Don
Roby, The Drone Next Door; New America Foundation (2013). available at:
https://web.archive.org/web/20150423104848/http://newamerica.net
/events/2013/the_drone_next_door

• Panel: “Where Do We Go From Here?”, Tim Polk (chair), Peter Eckersley, Joseph Lorenzo
Hall, Russ Housley, Stephen Schultze, Ben Wilson, Workshop on Improving Trust in the Online
Marketplace; National Institute of Standards and Technology (2013).

• Panel: “Academics and Technologists Look at the Future”, Daniel Castro (chair), David Wagner,
Joseph Lorenzo Hall, Juan Gilbert, Josh Benaloh, Future of Voting Systems Symposium; National
Institute of Standards and Technology, U.S. Election Assistance Commission (2013).

• Panel: “Exploring Alternative Methods and Goals for Federal Testing and Certification”, Merle
King (chair), Brian Hancock, Ed Smith, Chris Thomas, Joseph Lorenzo Hall, Tom Caddy, Future
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of Voting Systems Symposium; National Institute of Standards and Technology, U.S. Election
Assistance Commission (2013).

• Panel: “Book Discussion: Wide Open Privacy”, Christofer Wolf (co-chair), Joseph Lorenzo Hall
(co-chair), JR Smith, Siobhan MacDermott; Hogan Lovells (2012).

• Panel: “The Current State of E-Voting – A Transitional Patchwork”, Stephen Schultze (chair),
Joseph Lorenzo Hall, Jeremy Epstein, Walter Mebane, Susan Dzieduszycka-Suinat, J. Alex Hal-
derman, E-Voting: Risk and Opportunity; Princeton University Center for Information Technol-
ogy Policy (2012). available at:
https://web.archive.org/web/20250114060855/https://citp.princet
on.edu/event/e-voting-risk-and-opportunity/

• Panel: “Journalists’ Digital Security”, John Donnelly (chair), Matthew Cole, Joseph Lorenzo
Hall, Jonathan Hutcheson; National Press Club (2012). available at:
https://www.youtube.com/watch?v=cLp2pl3BVhg

• Panel: “Secure Audit”, Carl Gunter (chair), Joseph Lorenzo Hall, Brad Malin, Soumitra Sen-
gupta, Laurie Williams, Kai Zheng, Securing IT in Healthcare: Part II (SITH2); Dartmouth Uni-
versity, Institute for Security, Technology and Society (2012).

• Joseph Lorenzo Hall, Ron Lazebnik, “Social Media Inside and Outside the Courtroom”, Internet
Technology Basics for Federal Judges; Fordham Law School, Center for Law and Information
Policy (2012).

• Panel: “Privacy and the Many Layers of Mobile Platforms”, Joseph Lorenzo Hall (chair), Aaron
Brauer-Rieke, Paul Nolting, Kenneth Priore, Felix Wu, Conference on Mobile and Location Pri-
vacy: A Technology and Policy Dialog; New York University, Information Law Institute/Princeton
University, Center for Information Technology Policy (2012).

• Panel: “Get ’Em While Their Young: Bringing Technical and Security Skills to ’Election Geeks
— The Next Generation”’, Doug Chapin (chair), Robert Adams, Joseph Lorenzo Hall, Tammy
Patrick, Election Verification Network (EVN) Conference; (2012).

• Panel: “Regulating Privacy By Design”, Joseph Lorenzo Hall (chair), Ira Rubinstein, Privacy
Law Scholar’s Conference; UC Berkeley School of Law and George Washington University
School of Law (2011).

• Panel: “Technological Transparency and Accountability”, Aaron Perzanowski (chair), Joseph
Lorenzo Hall, Aaron Burstein, David Snyder, Nathan Good, Samuelson Clinic 10th Anniversary;
UC Berkeley School of Law, Samuelson Law, Technology and Public Policy Clinic & Berkeley
Center for Law and Technology (2011).

• Panel: “Emerging Voting Technologies”, Joseph Lorenzo Hall (chair), John Sebes, Larry Moore,
Jeremy Epstein, Jared Marcotte, Election Verification Network (EVN) Conference; (2011).

• Panel: “Sexy Ballot-Level Audits”, Sean Flaherty (chair), Philip Stark, Mark Lindeman, Joseph
Lorenzo Hall, Election Verification Network (EVN) Conference; (2011).

• Panel: “Technology: Shaping the Task of Lawmaking”, Deirdre K. Mulligan (chair), Travis D.
Breaux, Susan Freiwald, Joseph Lorenzo Hall, Technology: Transforming the Regulatory En-
deavor; UC Berkeley School of Law, Berkeley Center for Law and Technology (2011).
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• Panel: “Data, Transparency and Accountability”, David S. Levine (chair), Adam Candeub, Joseph
Lorenzo Hall, Shubha Ghosh, Fall 2010 Symposium: Transparency, Secrecy, and the Internet:
Striking a Balance Between the Ideals of Privacy and Accountability in the Digital Age; Elon
Law School, Elon Law Review (2010).

• Panel: “Voter Privacy and Authentication”, Dana Chisnell (co-chair), Joseph Lorenzo Hall (co-
chair), Rokey Suleman (co-chair), , Workshop on UOCAVA Remote Voting Systems; Election
Assistance Commission/DOD Federal Voting Assistance Program/National Institute of Standards
and Technology (2010).

• Panel: “Reinventing How America Votes Through Open Source Solutions”, Gregory Miller
(chair), Deborah Bryant, Joseph Lorenzo Hall, Open Source Convention 2010 (OSCON 2010);
(2010).

• Panel: “Voting System Risk Assessment: The State of the Art”, Alec Yasinsac (chair), LisaAnn
Benham, Jeremy Epstein, Joseph Lorenzo Hall, Douglas Kellner, Election Verification Network
(EVN) Conference; (2010).

• Panel: “Public Voting Systems: The Beginning of the End of Black Boxes?”, Kim Alexander
(chair), Richard Benham, Joseph Lorenzo Hall, Gregory Miller, Election Verification Network
(EVN) Conference; (2010).

• Panel: “Defining Transparency”, Joseph Lorenzo Hall (chair), Patrice McDermott, Helen Nis-
senbaum, J.H. Snider, Jonathan Weinberg, Open Government: Defining, Designing, and Sustain-
ing Transparency; Princeton University Center for Information Technology Policy (2010).

• Joseph Lorenzo Hall, “Implementing Risk-Limiting Audits in California”, Princeton Research
Symposium 2009; Princeton University (2009). available at:
https://josephhall.org/papers/jhall_prs2009.pdf

• Panel: “The Future of Voting Technology: Towards ’Critical Democracy Infrastructure?”’, Gre-
gory Miller (chair), Hon. Debra Bowen, Aaron Burstein, Joseph Lorenzo Hall, Norman Ornstein,
Politics Online Conference (POLC); (2009).

• Panel: “Vendor and Market Issues in Voting Systems”, Joseph Lorenzo Hall (chair), Douglas
Kellner, Bo Lipari, Larry Moore, John Sebes, Election Verification Network (EVN) Conference;
(2009).

• Panel: “A Medley of Technologies for Facilitating Collaboration”, Joseph Lorenzo Hall (co-
chair), John McCarthy (co-chair), Susan Dzieduszycka-Suinat, Whitney Quesenbery, Eric Rescorla,
Hon. Mark Ritchie, Election Verification Network (EVN) Conference; (2009).

• Joseph Lorenzo Hall, “After the Election: Audits and Recounts”, Carter Center 2008 US Presi-
dential Election Study Mission; American University (2008). available at:
https://josephhall.org/papers/jhall_carter_center-112008.pdf

• Panel: “The Devolution of Voting Technology: From Pen and Paper to Touch Screens and Back
Again?”, John C. Keeney, Jr. (chair), Joseph Lorenzo Hall, Jacquelynne Harris, S. Candice Hoke,
American Bar Association Annual Meeting; (2008).

• Panel: “How Can Researchers and Election Officials Better Work Together?”, Joseph Lorenzo
Hall (chair), Jeremy Epstein, Elaine Ginnold, Greg Luke, David Wagner, Steve Weir, The 2008
USENIX/ACCURATE Electronic Voting Technology Workshop; (2008).
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• Panel: “The Evolution of Voting Technology: From Paper Ballots to Touch Screens and Back
Again?”, John C. Keeney, Jr., Esq. (chair), Charles H. Bell, Jr., Esq., Joseph Lorenzo Hall, Dean
C. Logan, Deirdre K. Mulligan, Esq., Freddie Oakley, ABA Midyear Meeting; American Bar
Association (2008).

• Panel: “Transparency in Post Election Audits”, Lawrence Norden (chair), Arlene Ash, Joseph
Lorenzo Hall, Ron Rivest, Howard Stanislevic, Post Election Audit Summit; American Statistical
Association/Verified Voting Foundation/NYU Brennan Center for Justice/Common Cause/Citizens
for Election Integrity Minnesota/The Florida Voters Coalition (2007).

• Joseph Lorenzo Hall, “A Quick Review of Post-Election Audit Models”, Post-Election Audit Stan-
dards (PEAS) Working Group; California Secretary of State (2007). available at:
https://josephhall.org/papers/20070702-PEAS-jhall.pdf

• Panel: “Excellence in Election Verification”, Tova Wang (chair), Toby Moore, Joseph Lorenzo
Hall, Ion Sancho, 2nd Annual Election Verification Network Conference; EVN/Quixote Founda-
tion (2007).

• Joseph Lorenzo Hall, “Standards for e-Voting: The Work of the Election & Voter Services Tech-
nical Committee”, OASIS Symposium; OASIS (2007). available at:
https://josephhall.org/papers/OS2007-EVS_TC.pdf

• Joseph Lorenzo Hall, “Election Technology and Problems in the Field”, Election Protection
Coalition 2006 Technology Field Attorney Training; Fenwick & West LLP; Morrison & Forrester
LLP (2006). available at:
https://josephhall.org/papers/EPC_2006_techproblems.pdf

• Joseph Lorenzo Hall, “Barriers to Tor Research at UC Berkeley”, Exploring the Privacy Implica-
tions of Trustworthy Information Systems Workshop for TRUST Researchers; NSF TRUST Center
(UC Berkeley) (2006). available at:
https://josephhall.org/papers/torpapr.pdf

• Joseph Lorenzo Hall, “Background on Recent Diebold Election Systems, Inc. (DESI) Vulnerabil-
ities”, NCVI Briefing for Congressmembers and Staff ; United States Congress (2006). available
at:
https://josephhall.org/papers/DESI_vulns_background_briefing-200
60607.pdf

• Joseph Lorenzo Hall, “Electronic Voting Tutorial: An Update on HAVA Implementation and an
Introduction to Types of Voting Systems”, Computers, Freedom and Privacy 2006; Association
for Computing Machinery (2006). available at:
https://josephhall.org/papers/jhall_cfp2006-20060502.pdf

• Joseph Lorenzo Hall, Deirdre K. Mulligan, “Prepared Statement Of A Center for Correct, Us-
able, Reliable, Auditable, Transparent Elections (ACCURATE): Open Source Software — Does
It Have A Place In California’s Electoral System?”, Elections, Reapportionment & Constitutional
Amendments Committee; California Senate (2006). available at:
https://josephhall.org/papers/JHall_DMulligan_testimony_CASenate
-20060208.pdf
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• Yuri Taktheyev, Joseph Lorenzo Hall, “Blogging Together: Digital Expression in a Real-Life Aca-
demic Community”, Social Software in the Academy Workshop; University of Southern California
(2005).

• Panel: “Blogging in the Classroom: Successes, Failures and New Frontiers”, Joseph Lorenzo Hall
(chair), Barbara Ganley, Kathleen Fitzpatrick, Nicole Ellison, Social Software in the Academy
Workshop; University of Southern California (2005).
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